Legal Guide

Flowchart: Does GDPR Apply to Your Business?
The General Data Protection Regulation (GDPR) becomes
enforceable across the EU from 25 May 2018. This flowchart is
designed to assist international businesses to determine whether
the requirements of the GDPR will apply to them. It focusses on
those business generally based outside the EU/EEA but with
some business activity within the EU/EEA. Please note this is a
summary guide and does not constitute a legal advice.
Background
GDPR attaches to the processing of personal data by
‘controllers’ or ‘processors’, and this will apply to all such
persons established in the EU. However, the GDPR also
extends beyond the borders of the EU to apply to controllers
and processors which are not established in the EU, in
cases where the processing activities are related to the
offering of goods or services to data subjects in the EU
(irrespective of whether the offering is free), or the
monitoring of such data subjects’ behaviour as far as their
behaviour takes place within the Union.
The GDPR will also be relevant to consider where
businesses which are processing the personal data of
natural persons, in a context where the clients of the
business may be companies – eg consider email
addresses and contact details of individuals within a
company.

Glossary of terms
European Economic Area (EEA) includes EU countries and
also Iceland, Liechtenstein and Norway. The GDPR is
expected to be implemented in Norway, Liechtenstein, and
Iceland in a similar way to the EU.
European Union (EU) includes the following countries:
Austria, Belgium, Bulgaria, Croatia, Republic of Cyprus,
Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Poland, Portugal,
Romania, Slovakia, Slovenia, Spain, Sweden and the United
Kingdom. Please note that in 2016, the United Kingdom
voted by referendum to withdraw from membership in the
EU.
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Processing refers to any operation performed on personal
data, whether automated or not, and includes: collection,
recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.
Personal data refers to any information relating to an
identified or identifiable natural person. It is important to note
that a business which may be working with corporate
entities, may still be processing data relating to individuals
within those corporate entities. By way of example,
employee details and names or emails of individuals within
corporations can constitute personal data.
Identifiable natural person is a person who can be identified,
directly or indirectly, by reference to an identifier such as a
name, an identification number, location data, an online
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
identity of that natural person. An identified natural person is
also a data subject.
Controllers: A controller is a natural or legal person, public
authority, agency or other body which, alone or jointly with
others, determines the “purposes and means” of the
processing of personal data. This would typically be the
principal provider or supplier of a service to customers.
Processors: A processor is a natural or legal person, public
authority, agency or other body which processes personal
data on behalf of the controller. This would typically be an
intermediary of some sort working on behalf of the controller
to assist it in collecting or disseminating personal data.
The flowchart on the following page is designed to assist
international businesses to determine whether the
requirements of the GDPR will apply to them.
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START
YES

Are you incorporated, organised or in any way
established in the EU or EEA?

Are you a “controller” of personal
data?

We note that the concept of establishment in this
respect will extend to cases where a controller
NO
‘exercises 'a real and effective activity - even a
minimal one' - through 'stable arrangements' in the
territory of a Member State’. As such, businesses
should consider the extent to which indirect
arrangements within the EU may be relevant to
assessing whether they satisfy this leg

NO

YES

Are you a “processor” of
personal data?
NO

Does your business offer goods or services to
natural persons within the EU or EEA?

YES

Note: GDPR applies to services which are free of
charge as well, eg social media.

NO
YES

GDPR APPLIES

NO

Does your business
monitor the behaviour
natural persons?
YES

Note: This may include,
for example, analysis of
online profiles to predict
preferences, behaviours
or attitudes.

Does NO
the
behavior
monitored take
place in the EU
or EEA?

NO

NO

GDPR DOES NOT APPLY

YES

The business should undertake a
comprehensive review of the way
in which it collects and processes
data. As a primary step, it will
need to determine that it holds
data on one of ‘lawful grounds’
stipulated under GDPR, the most
important of which are relying on
the consent of the data subject;
processing to fulfil a contractual
or legal obligation; or processing
which is necessary for the
legitimate interests of the
business. The business should
document the basis it is relying
on in each case. GDPR
compliance also entails putting in
place the appropriate
arrangements with contractors;
rules for transferring data outside
of the EU; and rules relating to IT
security and data breach
response mechanisms.
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